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Tietoverkkorikollisen monet kasvot
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Virus

Slammer

Blaster

sSasser

Litkenne

Kolme
kansainvalista
lentokenttaa

iImoitti hairioista

Mm. Air Canadan

ja Finnairin
jarjestelmissa

ongelmia, CSX:n
junaliikenne seis

Kaikki junaliikenne

Australiassa

pyséahtyi, ongelmia
Deltan ja British
Airwaysin lentojen

kanssa

Sahkonjakelu

Saastutti
Ohiolaisen
ydinvoimalan
sisaverkon

New Yorkin
sahkoverkko-
operaattori NY
ISO:n verkko
saastui

Hong Kongin
hallituksen
voimalaitos-
yksikon verkot
Ssaastuivat

Perusjarjestelmat

Hatapuhelimet
nurin Seattlessa

Lukuisia RPC-
pohjaisia SCADA-
verkkoja kaatui

Saastui: Iso-
Britannian
rajavartiosto,
Heatrhown
lentokentta, kaksi
Sairaalaa Ruotsissa

Pankit

Bank of
American
pankki-
automaatti-
verkko nurin

Lukuisia
Windows-
pohjaisia
pankki-
automaatti-
verkkoja
saastui

Pankit sulkivat
oviaan
Euroopassa,
Aasiassa ja
Amerikassa
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Fnnen vanhaan meidan
tarvitsi varoavain niita
rikollisia jotka olivat
meita lahella




Chen-Ing Hau
CIH-viruksen
Kirjoittaja

Paavastustajamme ennen...

Joseph McElroy
Murtautui Fermi National
Accelerator Lab -
asetutkimuskeskukseen
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Paavastustajamme tanaan

Jeremy Jaynes Jay Echouafni Andrew Schwarmkoff

- miljon&ari. - toimitusjohtaja - venalainen mafioso

- roskapostittaja - verkkohyokkayksien - phishing-viestien
suunnittelija |ahettaja
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Alexe}nder Pérov, Denis Stej




Verkkorikollisuus on
koko IT-alan
nopeimmin kasvava
sektorl




Suunnatut
nyokkaykset




Perinteiset hyOkkaykset
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Suunnatut hyokkaykset - vakoilu

1. Rootkit inside an

e-mail attachment 'i 3. Confidential data



Suunnattuja hyokkayksia

Joulukuu 2005: Yhdysvallat

Maaliskuu: 2006. Englanti 2 2 8 8 - n l‘g
Huhtikuu 2006: Saksa 3 3 2 2 - [1 1‘9.

Toukolu 2005; Ruotsi 6600.0ryg
ost 2006: Suom 7700 .o0rg
88U4 . oryg
83866 .01y
Tammikuu 2007: Yhdysvallat 9 9 6 6 « [ ]:"g'

Helmikuu 2007: Yhdysvallat

Maaliskuu 2007: Viro
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Phishing
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- % | htkpe ) e, paymirpal comPayPal®e20- %2 0Personal¥e2 0Account S 200Update, bhkm 2 - @ Google

PayPalj

Enter Information

Personal Account Update

Email Address*:

Password*: Email Address and Password
vou will use these to log in to PayPal,

Please enter yvour full email address, for
example, name@domain.com

Your password must be at least §
characters long and is case-sensitive,
Please do not enter accented characters.

First Name®*:

Last Name*: Personal Information
Please enter your name and address as
Address®*: they are listed for your debit card, credit
N card, or bank account,
City™:
State™*:
ZIP Code™: (5 or 9 digits)

Country®: __ Chooge a Country -+

Card Number®:

Expiration Date*: __|+ ...~ Card Information
: ' Flease enter your credit card number
== = * . .. . - . !
Card Verification Number*: card verification number, expiration date
. exactly as they appear on your credit card
ATM PIN MNumber* (Credit and PIN number.

Card ¥Yalidation):




New Phishing Sites by Month Oct '05 - Oct '06
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Phishing Sites By Country of Host, October 2006 Phi;hTank

Great Britain 4% Russia 3% China 6%

United States 24%  “™"* South Korea 14%

Japan 3%

Costa Rica 3% India 8%
Columbia 3%
Brazil 4%
All Other Countries < 2%
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Snatch
Haxdoor

Torpig
Apophis
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nologiess » MNuclear grakbber

% 1 AZ1l Death: *

£2211 Death ato npodeccHoHaneEHaA CHCTEMA ¥AaNE8HHOro agMHHHCTRHMPOBAHHA C KEYyYHeH BEOSHOMHOCTER.

MNoMHMTE, 4TO NOCTOAHHOE COEERLUEHCTEOEaSHME CReACcTE sallkMTel TRheGyYeT NOCTOAHHEBIR NPHMTOE HOEBRIX TEXHOOOMKMA TECTHPO
TOMNBEKD ceexes spyware cnocobHo obecnedkTe YypoEeHe YHELHMOHANEHOCTH, 3deEEaTHEIF TEEYLLKFM NOTpebGHocTAM,

CBEM.AA GEOQ Gaza (IP to country-state-sity )

CHCTEMA AEEYAHTOE M ¥YCTaHOEKS NHFMKTOE (CROK ASFCTEMA SEEYAHTa, KONMYECTED BEZATEIE NQOKCER])
ELIEOA COKCOE ANA MoneI0EaTENSA B NOWTYHHOM BEMOE THOG 197,50 4k Sk

- AoOMCcE M HMAETRALMA MO COKCar

= - B LEHY BEXO0AKMT ¥CTaHOEKS Ha cepEEn

LeHa 250 %

AOCHOTOETE CERMHLLOT R

#EE SCTAHOEBKEA NPOMIEOAMTCA TOMNBKEOD Ha TEXHMYECKM NOArOTOEBNEHHEIE CEpEESRa

All information on this site is given exclusively
in the educational purposes.
All programs are intended only for testing and

revealing vulnerability on personal computers and

corporate networks.
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www.boi.cl telemarch.bancamarch.es wyw.bdd.cl directnetbhbusiness.dexia.be wwyw.bancoparis.cl wuw.bhanoors
*hanistmo.com *hancocuscatlan.com express.bhancoaliado.com benet. boocontinental..com 440strand. com *hat
secure.baoffshore.com *deltabank.net internethanking.firstoaribbheanbank.com portald. *.dk *svydbank. dk
*internatiohalbanking.barclays.com *dexia.be wwwill.sampo.fi *.nethanking.ch wow.opCionsxpress. com.:
ubadirect.com £217.117.9.49 solo*.nordea.fi www¥.sampo.fi ubaplc.com *.pictet.com ihb.*.ch inba-html.g
private. lombardodierdarierhentsch.com *boge.ch *howvs.ch inba.bef.ch sobanet.baloise.ch *mygottardo.:
hanking.tkb.ch onba.zkb.ch *hanking.*.ch *carnegiebanking.com wuw.bhiaonline.lu ¥zecure.lcf-rothschils
*ehanking.mwillenniumbank.gr *ebhank.emporiki.gr *egnatiateller.egnatiabank.gr wuw.eurobank.dr www. eul
¥,ww.gebank.se ¥staalbankiers.nl *rokbecodirect.nl ¥inghank.nl *kasweb.com *dhbbank.com *rabobank.nl
#,gehank.se *.snet.lu *.sparbankenfinn.se #*.sparebankl.no */cm3erver
*abcohrazil.com.br %abnamro.be *abhnamro.ch fabhnamro.com *abnamro. lu Yabnamro.nl *abnamroprivatebanking
*hancofar.es *hancopostaonline.poste. it *hancoreal.comw.br Fhankenverband. li *hanking.agkbh.ch *hanguer
*hnpparibas.com *hpiexpresslink.com *hpitrade.com *hbradesco.con.br *hradescori.com.br *businessonlines
*ogapitalone.com *oashprowebh.com Fodg.citibank.de *oey—ebanking. com *channel-e.com.lny *chinatrust. oo,
*ocitibusinessonline.da-us.citibank.com *citidirect-eb.citicorp.com ¥cmserver® ¥%commercebank.com oo
*danskebank®* *danskebank.dk *dnbnor* *dnbnor.no *dollarbank.cown *eastwesthanker.comw *ebank.hsheo.co.ul
*ecashman® *edb.com *exactdwebh?® *fiibg.com *fineco.it *fiservsad.com *frosthank.com *gemonevyvhank® *he
*ikanobanken.se ¥insularlife.cowm.ph *iurisbhank.com *jobtoasterspain.com ¥juliusbhaer.com Fkaupthing®
*lasallebank.com *latpro.com *mandtbhank.comn *metrobankdirect.com *mystreetscape.com *net. hsho.com *nl
*onlineservw® *onlinetreasuryianager® ¥optionsxpress.ocom.sg *pavpal.com Fplusgirot.se *portalbank. no
*privatebanking. info *produbanco.com *raiffeisendirect.ch *redfcu.org *ruralvia.com *sampo.fi Fsanost
¥*sparebankl.no *standardchartered.com.hk ¥surepayroll.com *terra.as *trabajo.ory *trustwebh.com *ucph,
*rault.melloninvestor.com *vwip.lasallebank.com *vr-*ebanking.de *webcashigmwt* a.photofile.ru abhnamro,
achpayvments.wachovia.com allianceach.com amdirect.ambg. com.my areasegura.banif.ez arubabank.com aspi.
authzone.virtualbank.comwm bhzb.cch.on banca.cajaen.es bancae.caixapenedes. com bancainternet. bancocredir
hancolombia.olb.todol.com banesnet . .banesto.es banking. ¥eparkasse¥.de banking.18ZZdirekt.com banking.}
banking.berliner—-sparkas=se.de bhanking.bw-hank.de banking.degqusza-bank.de banking.firsttennessee.* hal
hanking.obherbank.de banking.posthank.de banking.privathank.at banking.raiffeisen.at banking.santande:
bankingportal.*.de bankingportal.kreizssparkassealtenkirchen.de bhankingportal.ksk-bhirkenfeld.de bhanki:
hankingportal.naspa.de bankingportal.sparkasse-ger-kandel.de bankingportal.sparkasse-rhein-haardt.de
bbw.webank. it bireysel.hsho.com.tr brokerage.bankingonline.de bhrokerage.comdirect.de brokerage. lbhhw. o
business.mermberdirect.net businesshanking®. tdcommercialbanking. com businesshillpay-e.com businessnet.
caixadirecta.cgd. pt canada-connexis.bnpparibas.com caonline.credito-agricola.pt carenet.fnfismd. com ¢
cashmanagement . firstambank.com cashproweb.com chf.cd.citibank.fr chaseonline.chase.com cib.ebhanking-:
citidirect—-eb.citicorp.com client.manulifebank.com chn.bochk.com co.caixabank.fr cowas.comdirect.de oor
connex.bdo.oca corporate-internet-hanking.dbs.com cs.directnet.com cs3fh.com cspehb*.cd.citibank.es ot
digibanker.securitvybhank.com direct.bankofamwerica.com DISABLED-citibusinessonline.da-us.citibank.com ¢
easylink.bankofhermida.com ebhi.dexia.sk ebaer. juliushaer.com ebhancoval . bancoval.es ebank.sghambros. oo



Verkon
alamaallma




" JThe Theft Services - bank accounts for sale - Opera 10| x|

File Edit “iew Bookmarks SWidgets Feeds Tools Help

wl blog mess intra wiki K+t descs REtr stats meets mass solo T4 rad Fscl comp gfsc ghwp ofsbl digi isc amp world ropas sfix keid dig

' = PE :;_". ” | https: ffforum, theftservices. com/inde:x. php?showtopic=

(31 [1]

+ bank accounts for sale

Jan 27 2006, 12:29 AM

any US bank accounts for sale
varified for Bank Accounts  Balance from 3k and above -40%
Logins Regular Brokerage accounts from 2k and above - 70%

Lots of different brokerage accounts from 3k and above with signature - 100%
ﬁ;‘;ﬁf,’ff”ﬁe‘j Vendar In stock accounts from other countries: Ca, AU, NZ, FR, TR etc. - price negotiable

Mernber Mo,: 3407 &lso I can check for other countries that interest you, please drop links to my 1cg
Jained: 24-January 0&

bank accounts for zale
icqg 258-954-710
www, accs-info, com

TPM Temall | 7 cOo




- “ | htkps: ) forum, scandinaviancarding, comviewtopic, php?t=1195 gus (SE) | = |G

(GOALM.SEANDIMAVIAWCARDIMG.COM

‘groups

Profile

Selling dumps[EU]

NEW TUPI Pﬂgf R.EPI:Y ScandinavianCarding Forum Index Reviewed Seller's Ad's

A
e

i

fr R
e,

o, ks Ty

OxcO0040bdé 0 Posted: Thu Mow 23, 2006 8:50 prm Post subject: Selling durmps[EU]
Verified Seller

Joined: 22 Mow 2006

Posts: 4
(N

60
B0
(aHEN




| htkps:)fFarum. thefts s.comfindex. php?showkopic= . TService 4G (DE) = |£| izoogle

+ Logins&Cob From Drax

Jum 22 2006, 11:26 PM T OQuot

I'm offering for sale Bank Logins of various countries, and limited supply of cobs,

Srems Yeriied vendoy Australia - Commonwealth, Mational
Po=sts: 100

Mermber Mo, : 3641

Joined: 1&-March 08

Some other's in stock, Ask me If you need something specific,

I only have Discover & Chase in stock now, Contact me If there 1s a specific cob you
interested in.




05 ATTACKS FOR SALE - DarkMarket - Opera
Edit  “iew Bookmarks ‘Widgets Feeds Tools Help

log inktra wiki mess kK wt de... Rbr stats m... mass solo TV rad fscl comp gfsc ghwp gfsbl digi isc amp

| htkpef e, darkmarket wsfvbb_06)showthread, phprt=465 Q imoogle

DDOS ATTACES FOR SALE

B 03-23-2006, 10: 17 PM #1

Sylvan offline Join Date: Mar 2006
Mermber Posts: 5

E D05 ATTACKS FOR SALE

I will take down any website that you want for $50 per day. I am experienced at this and am known for taking
down many sites in the past, If vou wish to talke part in my services, send me an email to
rmicrocrew 77 7@yahoo.com or send $50 = the number of days vou wish to take down a site to my e-gold
account Account 29949538 (--MC--) and include the website in the memo field.

This is a great deal on DDOS attacks and cannot be beat by anyone!




Verkkohyokkaykset
Virossa ja Suomessa




1 JZy¥klon Security Team - Opera

Eile Edit Yew Bookmarks ‘Widgets Feeds Tools Help

Menu Mews:

» 1

Y

" DDoS Attacker

:: Aara: 23.04.2007 Hanvcan: zombiexe

" penvs DDoS Attacker vHoOronoToO4YHBIA, NOO0Ep¥Ka Socks 4, Socks 5,
. HanWcad Ha Delphi

Special for attacking fuc®ing Estonian sites,

Friends HOBOCTH KOMAHAbI
Aara: 17.04,.2007 Hanwcan: zombiexe

1. Craft nokuHyYn Komanoy ...
2. Pennz My=QL Bruter -
3. Moet Halop B KOMaHAay (XENAHIWKM BCTYNATE - CEASATECA CO MHOA no icq 408304

OD6HoeneHve FTP-informer

Aara: 153.01.2007 Hanwcan: Craft

QBHoEMNCA FTP-informer, a To4yHee ofHOBMNAacE CaMand BaxHaA gH4a - 3To NpOCHOTR
Mo eonpocad oBMeEHa CobIMKamMK TWL, v PR caiiTa, kadafTe:
CTYYaTe: 08304

HoEorogHWe penqstl

Aara: 06.01.2007 Hanwcan: Zvylklon Team

FTP-informer ot Craft'a - yekaetr THMU, 1 pR cafTa ,

pafoTaeT co cnMckom , duabek ANA NoKYNKHSNpoaaxm
Crad4aTte |

Web-5hells checker - 4ekaem Ha xHEY4HeECTE Web-wennel, Takxe pabotaeT c
HHENYO WennaMK, paboTa oo chMcKoM, Hankcad Ha PHP
CEa4aTe

ChopuMk naponei Ha C++
HAara: 18.10.2006 Hanwcan: [N3oxh]



) www. WC3InsSide.ru | Hogoctu | OT nuua pegakyyd WC3Inside.ru - Mozilla Firefox

File  Edit
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OrcPower
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OrcPower

#11 Faronoeok! 2007-04-29 16:41: 28

++++++++++++ bbb
"Thl HE COMNACEH C NONHMTHEDH 3CTOHMKM??? Thl A¥HMAEWE, 4TO Tel NMYHO HE ENHAELLE
Ha cHMTYaL KM ?

Tel MOMELE MOBNMATE H3 HEE B MHTEpHETE! MPpOocTo BERAM B Myrne "site! e
NpaerTenLCTED" (EMECTO CNOE3 NPAEMTENLCTED NHOAOH MHTEQECYHIWMA 3anpoc AnA
NoKCcKa Mo 3CTOHCKMM calTaM), BeiGepk NnoHpaEMEWMAGA CAAT (HE pyCoKoAzEIYHEIRTL,
Ha# MK [MYCE -> BERNONHKTE-= cmd) 1M BE0AK "ping -n 5000 -1 10000 acToHCKMA_CanT
£, QK. BCE!

nprMen: " ping -n SO000 -1 1000w ik oee £

370 3 aNeMeEHTApHEY AEFCTEMA, NOCNE KOTOPLY MHOMME 3CTOHCKME CaMTE NpOcTo
nepectadyT paboTate! !l CadT NPAEMTENRCTES ICTOHMM y#E He paboTaeTt. K1o
CNEAYHIWMAT? PEWaTE TR

OTOMCTHM 23 M20eEaTENECTES SCTOHCKOMD NOaeMTEnECTEALT

PazownK aTto coofWeHMe Mo BCEMY KEOHTAKT-NHCTY, ECTAEL B A4, OTNOCTH Ha
fopyMax, MycTe 3CTOHKA 2H3eT, 4T0 POCCHA cEoM: He GpocaeT!

Ha 9o0e MAA NnaHypyeTcA MOETOR AaHHOF akumey! He

A3 YHHIWTE CEOME COOTEYECTEEHHHWEDE, OTOMETH 33 H3AEEaTENLCTEA!! "
++++++++++++ bbb

nrrm.ru (ol

#12 Faronoeok! 2007-04-29 164 1k

BaHEK 3cTOHKK

https: ffwww hanza.net
http: ffwewew . sampo.ee
bankofestonia.info
wenew kredidipank eef
http: ffwewew nordea.ee

2007-04-29 17:42:01




Yhteenveto - tietoturvauhat

Hyokkaajat etsivat heikoimman kohteen

Phishing on edelleen suuri kansainvalinen ongelma
Pankkitroijalaiset ovat se todellinen suuri haaste
Pankit ovat nakyva kohde DDoS-hyokkayksille

Kun tarvitaan todellista korkean About Windows &
tason tietoturvaa, laitteet tulee mm '
eristaa julkisista verkoista coms s f' ¥ Profe

Kriittisten ymparistojen rakentaminen Microsoft ® Windows

Windowsin paalle arveluttavaa e T

This product is licensed under the terms of the End-Liser
License Agreement ta:

F-Secure Corporation

F-Secure Corporation

Phwsical memory available to \Windows: 523 704 KB

®
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